Configuring Java for use with the Allstar Web Transceiver

The Allstar Web Transceiver is written in Java and requires that Java is loaded on your computer to
function. Since Java has been associated with many security issues the Java team has upped the
security level in recent releases (2015). Because of this the Web Transceiver will not function without
some additional security configuration in the Java control panel.

This following is configuration instructions for MS Windows, for Mac OSX please skip to page 11.

First make sure you have the latest Java. The download site is:

https://java.com/en/download/

When loaded the site should look like this:

| Download ~ Help

Alavapowniads Free Java Download
If you want to download Java

' for another computer o Download Java for your desktop computer now!
Operating System, cickthe  igrsion 8 Update 60

ik below, Release date August 18, 2015
Al Java Downloads

Report an issue Free Java Download

Why am | always redirected
to this page when visiting a
page with a Java app?

» Leam more

» Report an issue

» Whatis Java? » Do | have Java? » Need Help?

Why download Java?

Java technology allows you to work and play in a secure computing environment. Upgrading to the latest Java
Version improves the security of your system, as older versions do not include the latest security updates

Java allows youto play online games, chat with people around the world, calculate your mortgage interest, and
view images in 3D, just to name a few.

Java software for your computer, or the Java Runtime Environment, is also referred to as the Java Runtime, =

Select the download. In most cases the file will be saved and you must go to your download folder and
click on the file. It will look something like this - jre-8u60-windows-x64.exe - but will differ
depending on the version and system you are running on. Make sure no other blocks are checked for
any extra add-on packages that installations often add in by default he install opening screen will look
like this:

N
Java Setup - Welcome

Welcome to Java

Java provides safe and secure access to the world of amazing Java
content. From business solutions to helpful utilities and entertainment, Java
makes your internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

) Change destination folder [ Cancel ] l Install = J
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https://java.com/en/download/

Click on the INSTALL button. Java will install. If you have any old versions of Java on your system
you will then see this screen:

| 4
Java Setup - Uninstall out—of—ga’[e versions — =

f ! 5 Out-of-Date Java versions Detected

Your machine is at risk for serious security wulnerabilities. It is highly
recommended that you promptly uninstall out-of-date versions.
See List of the Java Versions

Click "Uninstall” to remove out-of-date versions now.

Warning: Uninstalling out-of-date versions of Java may cause some older
Java applications to no longer run. More information

! | Remind Me Later | [ Uninstail > |

Always delete old versions of Java from your system! Select uninstall.

-

Java Setup - Progress ey X
Status: Uninstalling Java 8 Update 40 (64-bit) (1 of 1 Java Versions)
|
[
|
| I
e¥s
| ? 1 |
: ~ ¢
H
{ |
|
il

In this case there was one old version and it was deleted.
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Java Setup - Progress C=tl=l A

Status: Uninstallation Complete
|
|| View list of out-of-date versions that were uninstalled I
L
i
|
N

]I - | Next > : l

If you desire you can view a list of uninstalled versions. Click NEXT

'

Java Setup - Complete

v/ You have successfully installed Java

|I You will be prompted when Java updates are available. Always install
i updates to get the latest performance and security improvements.
More about update settings

At this point the latest Java is installed on your computer and you can select CLOSE.
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But we are not done yet. Java's security settings need to be configured to accept the allstarlink.org web
transceiver application. Select the Java Configuration window. On Windows 7 you would select the
start icon, then all programs. Scroll down to Java and select it. Then move down to Configure Java and
select that. Here is what it looks like in Windows 7. Other OS's will differ. You need to search for “Java
configuration”

Java
|=:| About Java

|| Check For Updates
|£:| Configure Java
|&| Get Help

|| Get Help

|£:| Visit Java.com

111

|=:| Visit Java.com

Update i Java I Security | Advanced !

About

View version information about Java Control Panel.

About...

Network settings are used when making Internet connections. By default, Java will use
the network settings in your web browser. Only advanced users should modify these
settings.

Network Settings

Network Settings... ]

Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution later.
Only advanced users should delete files or modify these settings.

| Settings... H View...

Java in the browser is enabled.
See the Security tab

[ ok ][ cancel || Apply

The configuration program will look like this. Select the SECURITY tab.
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| ceneral | update | Java| Security | Advanced

|| Enable Java content in the browser

Security level for applications not on the Exception Site list
(") Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

0 High

Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
Click Edit Site List.

to add items to this list.

Restore Security Prompts I [ Manage Certificates...

The security screen will look like this. If https://allstarlink.org does not
appear in the list then select the Edit Site List tab.

— X
| General | Update | Java| Security | Advanced|
[¥] Enable Java contant in the browser
Security level for applications not on the Exception Site list
(") Very High
| £:| Exception Site List R w

A, - ——

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Location
https://allstarlink.org]

Add | Remove

Uy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Cancel |

Select Add and type — https://allstarlink.org — into the provided block as shown above.
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http://allstarlink.org/
http://allstarlink.org/
http://allstarlink.org/
https://allstarlink.org/

| General I Update I a\.ra| SECUFit‘f| Advanced

[¥] Enable Java content in the browser

Security level for applications not on the Exception Site list
() very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

(@) High

Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
https://allstarlink.org -

Edit Site List... ]

-—|s

Restore Security Prompts ] [ Manage Certificates... J

| ok || cancel || Apply

The exception should appear in the Exception Site List. Select OK and exit.
This should complete the Java configuration.

Page 6 of 19 - How to configure Java for use with the Allstar Web Transceiver — 9/1/2015



Now browse to the allstarlink.org website.

File Edit View History Bookmarks Iools Help i = e |
| 2 s | B s | v CHcasen. | Thewiowan. |y M zner. | . Downen. | [y wise. <\ 0 *
& & ) 8 nips//aistarinkorg € | Q java download > B ¥ A 4 20O f =
about get started support projects partners contacts M
AlIStar
Lin
@ L@ ¥ Welcome to Allstar Link!
P We organize and ini: a network of publicly. ible (license required)
Calisign: | Amateur Radio repeater and remote base stations accessible to each other via Voice
over IP on the Internet.
Password:
Our ini: ive and Web pi and has been
Login re-vamped and vastly improved.
Forgotten your password? The implementation of this system and its monthly upkeep is very costly. |, Jim Dixon,
WB6NIL personally bear this cost (along with several generous donations of server
space/bandwith from others). Any monetary help that you can and wish to give will be
much appreci; . A PayPal ion button is provi below if you wish to do so.
Thanks, | very much appreciate it..
- Donate
|
SignUp: | | == Rul=laz| o]
> Signup today and get
started using the AllStar 2
g Network! Click Here to see the list of all AllStar Link Network nodes
[T _Reaaqister Hara If you are new to Allstar Link, please see the About, the Get Staried, and the Support pages 2
x Q@ 0@ QM Now 77F ) Tue:s7F |k | Wed:a7F 7 B

If you already have an account at the allstarlink.org site enter your username and password in the
appropriate blocks and select LOGIN. If not select the REGISTER HERE link in the lower left. Once
you are registered you can come back with your username and password to login. Note you have to be
a licensed radio amateur to use this site and the web transceiver!

WASDSP | Logout

Welcome - WA3D SP

The AllStar Link Portal allows licensed Amateur Radio stations to communicate with one another over the Inemet, using streaming-audio technology. The
program allows worldwide connections to be made between stations, or from computer to station, greatly enhancing Amateur Radio's communications
capabilties

Once you successfully login you will see this page. Click on the WebTransceiver icon at the top.

Page 7 of 19 - How to configure Java for use with the Allstar Web Transceiver — 9/1/2015



‘ Home ‘ WebTransceiver ¥ H Server ¥ || Node ¥ H Network 'WA&:CM Settings ¥ [ ‘WA3DSP | Logout

Launch WebTransceiver

Welcorq Help works

A |1 -
/7 L U8 o
Welcome - WA3DSP
The AllStar Link Portal allows licensed Amateur Radio stations to communicate with one another over the Internet, using streaming-audio technology. The

program allows worldwide connections to be made between stations, or from computer to station, greatly enhancing Amateur Radio's communications
capabilities.

Then on the pull down select Launch Web Transceiver.

Home || WebTransceiver ¥ || Server ¥ || Node ¥ || Network ¥ || Account Settings ¥ WAS3DSP | Logout

AliStar Link - WebTransceiver

Please select the node to which you wish to connect.

Note: Only nodes that have WebTransceiverAccess [Enabled] are shown

An asterisk (*) after the callsign indicates a Remote Base.

A number sign (#) after the callsign indicates a Frequency-Agile Remote Base

Node Callsign Node Name Location Country

M WB6NIL In a server room Downtown Los Angeles, CA United States
2001 WBENIL WB6NIL QTH Alhambra, CA United States
M WB6ENIL In a server room Demo/Test System United States
M WB6NIL San Diego Simulcast San Diego County, CA United States
M WBENIL test development sys test bench United States
2008 WB6NIL test development sys test bench United States
2009 W6IZK Park Sierra Coarsegold, CA United States
2021 WBENIL # Palos Verdes Palos Verdes, CA United States
2024 WB6NIL Old Town San Diego, CA United States
2025 WBENIL Oat Mtn. Los Angeles, CA United States
2026 WB6NIL # OatMtn. Los Angeles, CA United States
2027 WBENIL Palos Verdes Palos Verdes, CA United States
2028 WB6NIL # Palos Verdes Palos Verdes, CA United States
2052 KEBPCV # Downtown Riverside Riverside, CA United States
2065 KE&PCV CALNET Corona, CA United States
2066 KESPCV CALNET Corona, CA United States

2100 N4IRS Vero Vero Beach, FL United States

The Web Transceiver opening screen should look like this. Some nodes may differ. The transceiver
only show online and web transceiver permitted nodes. Scroll down to view the node you want to
connect to then click on the node number.

| Home || webTranscener ¥ [[ Help ¥
Alistar Link - WebTranceiver
Alistar Node - [27225]

Click Here for DTMF Function List

At this point you should click on the ACTIVATE JAVA icon in the square black window.
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Home || WebTransce| Security Warning WA3DSP | Locout

Do you want to run this application?

AllStar Link - Wel

" Publisher: Jim Dixon
AllStar Nod .

Location:  https://alistarlink.org

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and
personal i at risk. The i ion provided is or unknown so it
is recommended not to run this application unless you are familiar with its source
The certificate used to identify this application has expired. y
[ Taccept the risk and want to run this application. | Fun =
@ showr - <
Options
. Java @
M T \g

You will see a warning screen like this that. Check the “I accept risk...” block and select RUN.

" Home || WebTransceiver ¥ || Help ¥ 1 WA3DSP | Logout

AllStar Link - WebTranceiver

AllStar Node - [27225]

Click Here for DTMF Function List Key (Transmit) | Di Node Connection Status
P
1 2 - Portal Users:
4 5 5 WAIDSP
i 8 £ IRLP Nodes:
- 0 # 534:Transceive ||
- 561 Transceive
Sent And Received 683 Transceive

B65:Transceive
879:Transceive
961:Transceive
(1244 Transceive
(1750:Transceive
[1794.Transceive
1809:Transceive
1814:Transceive
[1833:Transceive
(1839:Transceive
Enter Message Here (Press <Enter> o send)2331 Transceive

4]

The web transceiver should open and look like this. Nodes that are currently connected to the node
you selected will be displayed at the right side of the display in green. Note that due to a change in the
Allstar numbering system there is an error in the display of the nodes. Any IRLP listed nodes are
actually Allstar nodes with a missing “4” before the node number. So the node displayed as 0561 in this
example is really node 40561.
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Things that can go wrong

If you tried to run the Web Transceiver without configuring Java as shown above you could get the
following error screens:

l Mo atortnry o e
Allow Now Allow and Remember scever ¥ || Help ¥ i

AliStar Link - WebTranceiver

Alistar Node - [27225]

Clie re for F Function Li:

You select allow... then see this screen.

| Home || WebTransceiver ¥ || Help w | | Java Application Biocked JA3DSP | Locout
. . lication Blocked by Java Securi i
AliStar Link - WebTranceiver || i (@]
Allstar Node - [27225] For security, applications must now meet the requirements for the High or Very

High security settings, or be part of the Exception Site List, to be allowed to run.

Click Here for DTMF Function

More Information

Reason:  YOUr securty settings have blocked an appiication signed with an {‘r
expired or not-yet-valid certificate from running ( ‘
S
= 5
Java” @
‘m -’

Home || WebTranscever ¥ || Help ¥ WA3DSP | Logout

Allstar Link - WebTranceiver

& Enor. Cikor detas
Alistar Node - [27225]

cli e for DTME Function Li

" | Home || webTransceiver ¥ || Help ¥ WA3DSP | Logout

AliStar Link - WebTranceiver

8 Emor Ciccor deails

Allstar Node - [27225]

Application Error

f Fi

I
Application Blocked. Click for details o

Your security settings have blocked an application signed with an expired or
not-yet-valid certifcate from runnin q

You can NOT ignore this error. You must configure Java with the allstarlink.org
exception as shown in these instructions.
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Mac OSX Java Installation Instructions

When you access the web transceiver at the allstarlink.org site you will get the following message if
Java is not configured on your computer.

& allstarfink.org/portal/webtransceiver-frameset.php?nodenum=2000 <

e Clhmsv ===v Sy sxv S v Sy RS et D v S e S i

AllStar Link Network -

This webpage has content that requires the
“Java" plug-in.

To view this content you need this plug-in. For more
information, wisit the plug-in's website.

(oo IS

AliStar Link - WebTran

AliStar Node - [2000]

HUB NODE 2000

Missing Plug-in &)

Select to go to
Java Web Site.

LOCATED IN BEAUTIFUL DOWNTOWN LOS ANGELES
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Download Java at www.java.com/en/download/mac_download.jsp

@ @ | fat G) = @ Oracle Corporation www.java.com/en/download/mac_download.jsp & @ o
Eemv Cesv  sssv EEmsv ks P S——— s S | e v A e = - e e
& AllStar Link Network - WebTransceiver | Download Java for Mac 0S X | i

Help
Help Resources Download Java for Mac OS X
StisG EAQY Recommended Version 8 Update 60 (filesize: 60.2 MB)

Release date August 18, 2015

/
Download
By

Select to start

d | d Java you ge that you have read and
ownload. accepted the terms of the end user license agreement

G When your Java installation completes, you may need tc reload (Command+R) or quit
(Command+Q) your browser in order to enable Java in your browser.

» Installation Instructions
» System Requirements

Not the right operating system? See all Java downloads.

Java software for your computer, or the Java Runtime Environment, Is also referred to as the Java
Runtime, Runtime Envirenment, Runtime, JRE, Java Virtual Machine, Virtual Machine, Java VM, JVM, VM,
Java plug-in, Java plugin, Java add-on or Java download.

ORACLE

Select Language | About Java | Support | Developers
Privacy | Terms of Use | Trademarks | Disclaimer
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0@ \— Java 8 Update 60

Java

Double-click on icon to install

‘#b

-
—

Java

ORACLE

Java 8 Update 60.pkg

The version and update number may vary but it will be the latest available from the site.

® @ O ‘e Install Java 8 Update 60 a

Welcome to the Java 8 Update 60 Installer

© Introduction
Destination Select
Installation Type

Installation Java provides safe and secure access to the world of
Summary amazing Java content. From business solutions to
helpful utilities and entertainment, Java makes your

internet experience come to life.

Ga Back Continue

Select Continue.
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[ NN ‘@ Install Java 8 Update 60 e

Standard Install on "El Capitan”

o iiioddinking This will take 179.1 MB of space on your computer.

» Destination Select Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be
© Installation Type able to use this software.

Installation

Summary

| GoBack || Install |

Select Install.

™ Installer.app is trying to install new software. Type

|l.i _ li. your password to allow this.

{
Username: i

Password: | s

| Cancel | Install Software

Enter your username and password to allow install.
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% safari File Edit View History B

About This Mac

System Preferences...
App Store...

|
NOHED

Recent [tems

Farce Quit Safari

Sleep
Restart...

In the Apple tab open System Preferences.

o0 FH System Preferences Q, Search

i 2 B E O e @ f

General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy

& W - o= N

CDs&DVDs  Displays Energy Keyboard Mouse Trackpad Printers & Sound

Saver Scanners
iCloud Internet Extensions Network Bluetooth Sharing
Accounts

81 ® @ ¥ & B © ©

Users & Parental App Store Dictation Date & Time Startup Time Accessibility
Groups Controls & Speech Disk Machine

[;_1 l Select to launch Java Control

Java

Select the Java icon as shown.
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General Update Java - --_ Advanced

v| Enable Java content in the browser

D (iba

Security level for applications not on the Exception Site list
Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

The Java Control Panel op

* High
Java applications identified by a certificate from a trusted authority are allowed
to run, even if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Edit Site List...

| . T

- @ Exception Site List
Restore Security Prompts

Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.

|u... Location

|https:,i,fa\\star\ink.urg

Add

Uly FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

s e

This will open the Java Control Panel. Make sure enable content in web browser is checked then click
on Edit Site List. The third window will open. Select Add. Enter exactly: https://allstarlink.org

@ Security

? Q@0 * B3 o

General Tabs AutoFill Passwords Search Security Privacy Motifications Extensions Advanced

7

Fraudulent sites: Warn when visiting a fraudulent website

Web content: Enable JavaScript
Block pop-up windows
Allow WebGL WebGL Settings...

Internet plug-ins: Allow Plug-ins Plug-in Settings... ?

Now under the Extensions tab select Plug-in Settings.
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Security

=/ ® Q0O S =

General Tabs AutoFill Passwords Search M. Privacy MNotifications Extensions Advanced

Java
Allow websites to use this plug-in with the settings below:

Currently Open Websites

1 allstarlink.org

Select "Run in Unsafe Mode”
as shown on next slide

When visiting other websites: = Ask

Ask
Block
v Allow
Allow Always
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) ® @ allistarlink. i (s}

] S ity Pt My B Py T P S eV S S . e
=] A e — i —

AllStar Link Network - WebTranscaiver

Do you want to trust the website.
“allstarlink.org” to use the “Java” plug-in?

B “You can manage which websites you trust to use this
R e ® plug-in in Safari Security preferences.

AllStar Link - WebTran Lo =

Alistar Node - [2000] \
H u B NODE 2000 Select “Trust”

Java blocked for this website ©)

LOCATED IN BEAUTIFUL DOWNTOWN LOS ANGELES

Now when you open the web transceiver you will see this message.
Select that you trust the allstarlink.org site.

’ Security Warning

Do you want to run this application?

ol
' Publisher: Jim Dixon

> Location: https://allstarlink.org

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and
personal information at risk. The information provided is unreliable or unknown so it
is recommended not to run this application unless you are familiar with its source

The certificate used to identify this application has expired.
Mare Information

Select the box below, then click Run to start the application

a | accept the risk and want to run this application.\- | Cancel

S

& Show Options.

Check that you accept the risk and then click on Run.
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AllStar Link - WebTranceiver

AllStar Node - [2000]

Key (Transmit) Disconnect Node Connection Status

Allstar Nodes:

1 2 3 | 2024:Transceive
2134:Transceive

HUB NODE 2000 : : °

Portal Users:

7 8 9 g

= 1} #

Sent And Received Messages

Enter Message Here (Press <Enter> to send

Background should turn green
while connect message plays.

And you should see the web transceiver screen.
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